
DataTags'and'Harm'Levels'

Create and maintain a user-friendly system that allows researchers to 
share data with confidence, knowing they comply with the laws and 
regulations governing shared datasets. 
We plan to achieve the above by the following efforts: 
1.  Describe the space of possible data policies using orthogonal 

dimensions, allowing an efficient and unambiguous description of each 
policy. 

2.  Harmonize American jurisprudence into a single decision-graph for 
making decisions about data sharing policies applicable to a given 
dataset. 

3.  Create an automated interview for composing data policies, such that 
the resulting policy complies with the harmonized laws and regulations 
(initially assuming the researcher’s answers correctly described the 
dataset). 

4.  Create a set of “DataTags” – fully specified data policies (defined in 
Describing a Tag Space), that are the only possible results of a tagging 
process. 

5.  Create a formal language for describing the data policies space and the 
harmonized decision-graph, complete with a runtime engine and 
inspection tools. 

6.  Create an inviting, user-friendly web-based automated interview system 
to allow researchers to tag their data sets, as part of the Dataverse 
system. 

 
 
 
 

Datasets used in social science research are often subject to legal and 
human subjects protections. Not only do laws and regulations require such 
protection, but also, without promises of protection, people may not share 
data with researchers. On the other hand, “good science” practices 
encourage researchers to share data to assure their results are reproducible 
and credible. Funding agencies and publications increasingly require data 
sharing too. Sharing data while maintaining protections is usually left to 
the social science researcher to do with little or no guidance or assistance. 

It is no easy feat. There are about 2187 privacy laws at the state and federal 
levels in the United States [1]. Additionally, some data sets are collected or 
disseminated under binding contracts, data use agreements, data sharing 
restrictions etc.  Technologically, there is an ever-growing set of solutions 
to protect data – but people outside of the data security community may not 
know about them and their applicability to any legal setting is not clear. 

The DataTags project aims to help social scientists share their data widely 
with necessary protections. This is done by means of interactive 
computation, where the researcher and the system traverse a decision 
graph, creating a machine-actionable data handling policy as they go. The 
system then makes guarantees that releases of the data adhere to the 
associated policy. 

INTRODUCTION'

OBJECTIVES'

Harvard Research Data Security Policy[2] describes a 5-level scale for 
researchers to handle research data. We extend this to a 6-level scale for 
specifying data policies regarding security and privacy of data. The scale is 
based on the level of harm malicious use of the data may cause. The 
columns represent some of the dimensions of the data policy space. 

Harmonized decision-graphs are the programs interactively executed by 
the runtime and the researcher. The language we develop to create them 
will support tagging statements, suggested wording for questions, sub-
routines and more. As we realize harmonized decision-graphs take a long 
time to create and verify legally, we plan to support a special TODO type, 
such that partially implemented harmonized decision-graphs can be 
executed and reasoned about. 
Part of the tooling effort is creating useful views of the harmonized 
decision-graph and its sub-parts. Below are two views of a harmonized 
decision-graph – one interactive (based on HTML5) and another static 
(based on Graphviz). The latter was automatically generated by our 
interpreter. Nodes show technical information as well as basic wording 
(actual wording presented to the researcher may be different).  
We have already harmonized regulations related to IRBs, consent and 
HIPAA and made a summary flow chart of questions for an interview of a 
researcher.  We have also had legal experts review our approach and all 
agreed it was sufficient, proper and prudent with respect to data sharing 
under HIPAA. The views below show parts of the HIPAA harmonized 
decision-graph.  

Harmonized'Decision@Graph' CONCLUSIONS'

The DataTags project will allow researchers to publish their data, without 
breaching laws or regulations. Using a simple interview process, the 
system and researcher will generate a machine actionable data policy 
appropriate for a dataset – its “DataTags”. This policy will later by used by 
systems like Dataverse to decide how the data should be made available, 
and to whom. The system will also be able to generate a customized DUA 
based on these tags – a task that is currently done manually, consuming a 
lot of time and resources. 
The programming language for Tag Space and Harmonized decision-graph 
description, and the tools related to it, will be able to describe general 
harmonized decision-graphs, not just in the legal field. While easy to learn, 
the language relies on Graph Theory, a robust foundation that will allow 
various tools, including model checking and program/harmonized 
decision-graph validations. 
We believe DataTags will dramatically improve the rate of data sharing 
among researchers, while maintaining legal compliance and at no cost to 
the researcher or her institution. As a result, we expect more data to be 
available for researchers, with fewer barriers of access. 
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[1] Sweeney L. Operationalizing American Jurisprudence for Data Sharing. 
White Paper. 2013 
[2] http://www.security.harvard.edu/research-data-security-policy  
 

ACKNOWLEDGEMENTS''
Bob Gellman – validating the current harmonized decision-graph we have 
is HIPAA compliant. 

Ins$tute(of(Quan$ta$ve(Social(Science(at(Harvard(University(
Michael(Bar:Sinai,(Latanya(Sweeney,(Mercè(Crosas(

DataTags(

Harm(Level( DUA(Agreement(
Method(

Authen$ca$on( Transit( Storage(

No(Risk( Implicit( None( Clear( Clear(

Data$is$non)confiden.al$informa.on$that$can$be$stored$and$shared$freely

Minimal( Implicit( Email/OAuth( Clear( Clear(

May$have$individually$iden.fiable$informa.on$but$disclosure$would$not$cause$material$harm$

Shame( Click(Through( Password( Encrypted( Encrypted(

May$have$individually$iden.fiable$informa.on$that$if$disclosed$could$be$expected$to$damage$a$
person’s$reputa.on$or$cause$embarrassment

Civil(Penal$es( Signed( Password( Encrypted( Encrypted(
May$have$individually$iden.fiable$informa.on$that$includes$Social$Security$numbers,$financial$
informa.on,$medical$records,$and$other$individually$iden.fiable$informa.on

Criminal(
Penal$es(

Signed(
(

Two:Factor( Encrypted( Encrypted(

May$have$individually$iden.fiable$informa.on$that$could$cause$significant$harm$to$an$individual$
if$exposed,$including$serious$risk$of$criminal$liability,$psychological$harm,$loss$of$insurability$or$
employability,$or$significant$social$harm

Maximum(
Control(

Signed(
(

Two:Factor( Double(
Encrypted(

Double(
Encrypted(

Defined$as$such,$or$may$be$life)threatening$(e.g.$interviews$with$iden.fiable$gang$members).

Screenshot*of*a*ques/on*screen,*part*of*the*tagging*process.*Note**
the*current*data*tags*on*the*right,*allowing*the*user*to*see*what*

was*achieved*so*far*in*the*tagging*process.*

In order to define the tags and their possible values, we are developing a 
formal language, designed to allow legal experts with little or no 
programming experience to write interviews. This will enable frequent 
updates to the system, a fundamental requirement since laws governing 
research data may change. Below is the full tag space needed for HIPAA 
compliance, and part of the code used to create it. 
Representing the tag space as a graph allows us to reason about it using 
Graph Theory. Under these terms, creating DataTags to represent a data 
policy translates to selecting a sub-graph from the tag space graph. A single 
node n is said to be fully-specified in sub-graph S, if S contains an edge 
from n to one of its leafs. A Compound node c is said to be fully-specified 
in sub-graph S if all its single and compound child nodes are fully 
specified in sub-graph S. 
A tagging process has to yield a sub-graph in which the root node (shown 
in yellow) is fully-specified. 

Describing'a'Tag'Space'

DataType: Standards, Effort, Harm.!
!
Standards: some of HIPAA, FERPA,!
                   ElectronicWiretapping,!
                   CommonRule.!
Effort: one of Identified, Identifiable, !
               DeIdentified, Anonymous.!
Harm: one of NoRisk, Minimal, Shame, Civil,!
             Criminal, MaxControl.!
!

The*tag*space*graph*needed*for*HIPAA*compliance,*and*part*of*the*code*used*to*
describe*it.*Base*graph*for*the*diagram*was*created*by*our*language*

interpreter.*
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HIPAA*compliance*

Usability is a major challenge for DataTags to be successful. From the data 
publisher point of view, a data tagging process may be experienced as a 
daunting chore containing many unfamiliar terms, and carrying dire legal 
consequences if not done correctly. Thus, the interview process and its user 
interface will be designed to be inviting, non-intimidating and user-
friendly. For example, whenever legal or technical terms are used, a 
layman explanation will be readily available. 
As the length of the interview process depends on the answers, existing 
best practices for advancement display (such as progress bars or a check 
list) cannot be used. Being able to convey the progress made so far in a 
gratifying way, keeping the user engaged in the process is an open research 
question which we intend to study. 

User'Interface'

In*order*to*make*the*tagging*process*approachable*and*nonE
in/mida/ng,*whenever*a*technical*or*a*legal*term*is*used,*an*
explana/on*is*readily*available.*Shown*here*is*part*of*the*final*

tagging*page,*and*an*explained*technical*term.**
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Abstract—Widespread sharing of scientific datasets holds great
promise for new scientific discoveries and great risks for personal
privacy. Dataset handling policies play the critical role of balanc-
ing privacy risks and scientific value. We propose an extensible,
formal, theoretical model for dataset handling policies. We define
binary operators for policy composition and for comparing policy
strictness, such that propositions like “this policy is stricter than
that policy” can be formally phrased. Using this model, The poli-
cies are described in a machine-executable and human-readable
way. We further present the Tags programming language and
toolset, created especially for working with the proposed model.
Tags allows composing interactive, friendly questionnaires which,
when given a dataset, can suggest a data handling policy that
follows legal and technical guidelines. Currently, creating such a
policy is a manual process requiring access to legal and technical
experts, which are not always available. We present some of
Tags’ tools, such as interview systems, visualizers, development
environment, and questionnaire inspectors. Finally, we discuss
methodologies for questionnaire development. Data for this paper
include a questionnaire for suggesting a HIPAA compliant data
handling policy, and formal description of the set of data tags
proposed by the authors in a recent paper.

I. INTRODUCTION

Wide dissemination of datasets holds great promises for
science — findings can be corroborated, research cost reduced
through data reuse, and new studies are made possible by
combining existing data into new datasets, to name a few.
But wide dissemination of datasets also poses risks to the data
subjects. Privacy of human subject has to be respected. Precise
locations of endangered species populations, rare minerals,
or ancient ruins should not be easily available to poachers,
illegal miners and tomb raiders. Many laws, regulations and
best-practices were formed in order to balance the positive
and negative potential of data sharing. In the US alone, there
are more than two thousand rules and regulations governing
data sharing [15]. To share data while respecting legislation,
the scientific community has resorted to specialized data
repositories, e.g. repositories specifically designed for medical
data. While legally sound, this approach leads to fractured data
storage infrastructure, and leaves datasets that contain data
governed by certain law combinations without a repository.

In [16], the authors propose the concept of datatags as
a way of ensuring that the handling of, and the access
requirements to a dataset are commensurate with the risks of
harm it poses. When deposited in a datatags-compliant data

Tag Type Description Security Features Access Credentials

Blue Public
Clear storage, 
Clear transmit Open

Green Controlled public Clear storage, 
Clear transmit

Email- or OAuth Verified 
Registration

Yellow Accountable Clear storage, 
Encrypted transmit

Password, Registered, 
Approval, Click-through DUA

Orange More accountable Encrypted storage, 
Encrypted transmit

Password, Registered, 
Approval, Signed DUA

Red Fully accountable Encrypted storage, 
Encrypted transmit

Two-factor authentication, 
Approval, Signed DUA

Crimson Maximally restricted Multi-encrypted storage, 
Encrypted transmit

Two-factor authentication, 
Approval, Signed DUA

�1

Fig. 1. Blue to Crimson model set of datatags, proposed in [16]. The Blue
tag is appropriate for datasets that pose no risks. As the risk level increases,
so does the required access credentials, the security imposed by the handling
requirements, and the strictness of the DUA terms and execution.

repository, a dataset is associated with a datatag which defines
a machine-actionable policy under which the dataset should
be handled. This ensures that the data repository handles the
dataset properly, from a legal and contractual standpoint. By
limiting the amount of datatags to a few well-defined choices,
managing, reasoning about, and implementing robust datatags-
compliant repositories becomes easier. Finally, a sample set of
datatags is suggested (see Figure 1).

Datatags-compliant repositories will help automate open
science, and facilitate data sharing [13]. Furthermore, since
Datatags-based systems can predict the legal and technological
requirements for the collection and handling of a dataset, they
can also serve other use-cases, such as IRBs and research
design.

Once a set of datatags has been defined, two challenges need
to be addressed. First, a tag has to be formally described, in
a way that allows formal reasoning about the data handling
policies the tags imply, and clear transition into implementa-
tion. Second, a mechanism to help users match a dataset with
the datatag most appropriate for it has to be created. Such
matching requires familiarity with the dataset’s history and
collection methods, and legal and technological expertise —
the latter two are not always readily available to researchers.
Enforcing the policy detailed by the datatags is a challenge in
its own right, is not in the scope of this paper.

In order to be useful, a datatag matching system should have
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Making it Easier to 
store and share scientific datasets
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๏ Data citation
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Sharing Data is Nontrivial
๏Sharing may harm the data subjects 

๏ Law is complex


๏ 2187 privacy laws in the US alone, at federal, state and 
local level, usually context-specific [Sweeney, 2013]


๏ Technology is complex


๏ E.g. encryption standards change constantly, 
as new vulnerabilities are found


๏ Specific dataset provenance (may be) complex



Dataset handling policies  
play the critical role of balancing  
privacy risks and scientific value  

of sharing datasets. 
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Formalcs DHPs 
W3C’s Privacy Preference Project (P3P) 


Focuses on web data collection 


Open Digital Rights Language (ODRL) 


Models DRM, supports privacy and rule-based assertions 


PrimeLife Policy Language (PPL) 


Focuses on downstream usage, using rules


Data-Purpose Algebra


Models restriction transformation along data processing path


Robot Lawyers


See next session



Tag Type Description Security Features Access Credentials
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Clear storage, 
Clear transmit Open
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Clear transmit
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Registration
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Encrypted transmit

Password, Registered, 
Approval, Click-through DUA
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Encrypted transmit
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Approval, Signed DUA

�1

DataTags

DataTags and their respective policies 
Sweeney L, Crosas M, Bar-Sinai M. Sharing Sensitive Data with Confidence: The Datatags System.  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DHPs: From Text to Space
Data-handling policies consist of independent aspects. 
Encryption at rest, transfer type, access credentials, etc. 

Each aspect has multiple possible requirements, and can 
be defined such that these requirements are ordered.

Construct a data-handling policy space 
by viewing aspects as axes, where each 
aspect’s possible requirements serves 

as its coordinates.
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Tools

Open source on GitHub



A tag space is a hierarchical 
structure that defined a DHP 
space, with some assertion 
dimensions added.

Tag Space

Atom package screenshot: Gal Maman, Matan Toledano, BGU



Compound Slot

Atomic Slot      ;

Block Comment    d

Line Comment

Description

Tag Space

Atom package screenshot: Gal Maman, Matan Toledano, BGU



AccessCredentials

Security

one of: none password twoFactorAuthentication

one of: implied clickThrough signedDUAAcceptance

one of: none requiredApproval

one of: none usingExternalSystem localRegistration

Registration

one of: clear encrypt multiEncryptStorage

one of: clear encrypt

Transmit

DataTags

Tag-Space Visualized

Visualization using CliRunner (on a later slide)  
and Graphviz (www.graphviz.org). 

http://www.graphviz.org
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Tags Questionnaire
❖ “Interview with an expert” metaphor


❖ Consists of a tag space and a decision graph



Decision Graph - Visualized
simple.dg
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todo
Handle IP issues here

eduCompliance
ask

Was written consent obtained?

REJECT
Cannot handle educational records

without written consent.

no

Set
Assertions={educationalRecords}

Handling=[Transit:encrypt Storage:encrypt]

yes



Decision Graph - Visualized
HIPAA-Sample.dg

duaReidentify
dua

[#1]notHIPAAconsentDetails
HIPAAmedicalRecords

start

ask
Does your data include personal

information?

3.4
ask

Is a qualified person allowed to
re-identify and contact people whose

information is in the data?

3.5
ask

Is a qualified person allowed to
re-identify but not contact people whose

information is in the data?

no

Set
DUA=[Reidentify:noProhibition]

yes

3.6
ask

Is a qualified person allowed to contact
people whose information is in the data?

no

Set
DUA=[Reidentify:reidentify]

yes

ask
You must select one of the

reidentification options. Let's go
through them again.

no

Set
DUA=[Reidentify:contact]

yes

duaReidentify
ask

Is a qualified person prohibited from
matching the data to other data?

Set
DUA=[Reidentify:noMatching]

yes

3.2
ask

Is a qualified recipient prohibited from
identifying and contacting people or

organizations in the data?

no

duaReidentify

Set
DUA=[Reidentify:noEntities]

ok

Set
DUA=[Reidentify:noPeople]

yes

3.3
ask

Is a qualified recipient prohibited from
identifying and contacting people whose

information is in the data?

no

noyes

Set
DUA=[Publication:preApprove]

duaUsage
ask

How may a qualified recipient use the
data?

duaSharing
ask

How may the data be shared?

Set
DUA=[Sharing:organization]

within same organization

Set
DUA=[Sharing:anyone]

freely

Set
DUA=[Sharing:none]

sharing is prohibited

Set
DUA=[Sharing:notOnline]

not online

Set
DUA=[Sharing:group]

within immediate work group

duaReidentify

duaPublication
ask

A qualified data recipient may publish
results based on the data:

Set
DUA=[Publication:notify]

Set
DUA=[TimeLimit:_2years]

ask
For how long should we keep the data?

2 years

Set
DUA=[TimeLimit:_1year]

1 year

Set
DUA=[TimeLimit:_5years]

5 years

Set
DUA=[TimeLimit:none]

indefinitely

Set
DUA=[TimeLimit:none]

dua
ask

Is there any reason why we cannot store
the data indefinitely?

         Limiting the time a dataset
could be held interferes with good

scie...

yesno

Set
DUA=[Acceptance:signed]

duaApproval
ask

Does a qualified user needs further
approval for using the data?

Set
DUA=[Approval:email]

Set
DUA=[Approval:signed]

Set
DUA=[Use:research]

research purposes only

Set
DUA=[Use:noRestriction]

freely

Set
DUA=[Use:noProduct]

no derivatives

Set
DUA=[Use:IRB]

IRB approved research

duaAcceptance
ask

How should a quaified user accept the
data use agreement?

Set
DUA=[Acceptance:signWithID]

yes, by email yes, signed

Set
DUA=[Approval:none]

no

sign digitallysign, with ID

Set
DUA=[Acceptance:click]

click through

Set
DUA=[Publication:noRestriction]

pending approvalafter notification freely

Set
DUA=[Publication:prohibited]

publications prohibited

medicalRecords

Set
DataType=[Harm:noRisk]

Handling=[Storage:clear Transit:clear Authentication:none]

no

explicitConsent
ask

Did each person whose information
appears in the data give explicit
permission to share the data?

yes

no

consentDetails

yes

notHIPAA
Set

DataType=[Basis:{agreement}]

ask
Did the data have any restrictions on

sharing?

dua

yes

3.2.1.1
Set

Handling=[Storage:clear Transit:clear Authentication:none]

no

dua

Set
Handling=[Storage:clear Transit:encrypt Authentication:contactable]

consentDetails
Set

DataType=[Basis:{consent}]

ask
Did the consent have any restrictions on

sharing?

Set
Handling=[Storage:clear Transit:clear Authentication:none]

yesno

3.1.3.1
ask

Did the limited data use agreement have
any additional restrictions on sharing?

no

dua

yes

Set
DataType=[Basis:{HIPAABusinessAssociate} Harm:criminal Effort:identifiable]

DUA=[Approval:signed]
Handling=[Storage:encrypt Transit:encrypt Authentication:twoFactor]

ask
Did the business associate agreement

have any additional restrictions on
sharing? 

safeHarbor
ask

Does the data visually ahdere to the
HIPAA Safe Harbor provision?

3.1.1.1
ask

Do you know of a way to put names on the
patients in the data?

yes

statistician
ask

Has an expert certified the data as
being of minimal risk?

no

Set
DataType=[Basis:{HIPAASafeHarbor} Harm:noRisk Effort:deIdentified]

Handling=[Storage:clear Transit:clear Authentication:none]

no yes

HIPAA
ask

Was the data received from a HIPAA
covered entity or a business associate

of one?

no yes

no

dua

yes

3.1.2.1
Set

DataType=[Basis:{HIPAAStatistician} Harm:noRisk Effort:deIdentified]
Handling=[Storage:clear Transit:clear Authentication:none]

Set
DataType=[Basis:{HIPAACoveredEntity} Harm:criminal Effort:identifiable]

DUA=[Approval:signed]
Handling=[Storage:encrypt Transit:encrypt Authentication:twoFactor]

notHIPAA

coveredEntity
ask

Are you an entity that is directly or
indirectly covered by HIPAA?

yes

no

yes

limitedDataSet
ask

Did you acquire the data under a HIPAA
limited data use agreement?

no

businessAssociate
ask

Did you acquire the data under a HIPAA
Business Associate agreement?

no

Set
DataType=[Basis:{HIPAALimitedDataset} Harm:criminal Effort:identifiable]

DUA=[Approval:signed]
Handling=[Storage:encrypt Transit:encrypt Authentication:password]

yes

yes no

HIPAA

medicalRecords
ask

Does the data contain personal health
information?

yes

notHIPAA

no (not HIPAA)

HIPAA Compliance - Decision Graph



Decision Graph - Visualized
HIPAA-Sample.dg

duaReidentify
dua

[#1]notHIPAAconsentDetails
HIPAAmedicalRecords

start

ask
Does your data include personal

information?

3.4
ask

Is a qualified person allowed to
re-identify and contact people whose

information is in the data?

3.5
ask

Is a qualified person allowed to
re-identify but not contact people whose

information is in the data?

no

Set
DUA=[Reidentify:noProhibition]

yes

3.6
ask

Is a qualified person allowed to contact
people whose information is in the data?

no

Set
DUA=[Reidentify:reidentify]

yes

ask
You must select one of the

reidentification options. Let's go
through them again.

no

Set
DUA=[Reidentify:contact]

yes

duaReidentify
ask

Is a qualified person prohibited from
matching the data to other data?

Set
DUA=[Reidentify:noMatching]

yes

3.2
ask

Is a qualified recipient prohibited from
identifying and contacting people or

organizations in the data?

no

duaReidentify

Set
DUA=[Reidentify:noEntities]

ok

Set
DUA=[Reidentify:noPeople]

yes

3.3
ask

Is a qualified recipient prohibited from
identifying and contacting people whose

information is in the data?

no

noyes

Set
DUA=[Publication:preApprove]

duaUsage
ask

How may a qualified recipient use the
data?

duaSharing
ask

How may the data be shared?

Set
DUA=[Sharing:organization]

within same organization

Set
DUA=[Sharing:anyone]

freely

Set
DUA=[Sharing:none]

sharing is prohibited

Set
DUA=[Sharing:notOnline]

not online

Set
DUA=[Sharing:group]

within immediate work group

duaReidentify

duaPublication
ask

A qualified data recipient may publish
results based on the data:

Set
DUA=[Publication:notify]

Set
DUA=[TimeLimit:_2years]

ask
For how long should we keep the data?

2 years

Set
DUA=[TimeLimit:_1year]

1 year

Set
DUA=[TimeLimit:_5years]

5 years

Set
DUA=[TimeLimit:none]

indefinitely

Set
DUA=[TimeLimit:none]

dua
ask

Is there any reason why we cannot store
the data indefinitely?

         Limiting the time a dataset
could be held interferes with good

scie...

yesno

Set
DUA=[Acceptance:signed]

duaApproval
ask

Does a qualified user needs further
approval for using the data?

Set
DUA=[Approval:email]

Set
DUA=[Approval:signed]

Set
DUA=[Use:research]

research purposes only

Set
DUA=[Use:noRestriction]

freely

Set
DUA=[Use:noProduct]

no derivatives

Set
DUA=[Use:IRB]

IRB approved research

duaAcceptance
ask

How should a quaified user accept the
data use agreement?

Set
DUA=[Acceptance:signWithID]

yes, by email yes, signed

Set
DUA=[Approval:none]

no

sign digitallysign, with ID

Set
DUA=[Acceptance:click]

click through

Set
DUA=[Publication:noRestriction]

pending approvalafter notification freely

Set
DUA=[Publication:prohibited]

publications prohibited

medicalRecords

Set
DataType=[Harm:noRisk]

Handling=[Storage:clear Transit:clear Authentication:none]

no

explicitConsent
ask

Did each person whose information
appears in the data give explicit
permission to share the data?

yes

no

consentDetails

yes

notHIPAA
Set

DataType=[Basis:{agreement}]

ask
Did the data have any restrictions on

sharing?

dua

yes

3.2.1.1
Set

Handling=[Storage:clear Transit:clear Authentication:none]

no

dua

Set
Handling=[Storage:clear Transit:encrypt Authentication:contactable]

consentDetails
Set

DataType=[Basis:{consent}]

ask
Did the consent have any restrictions on

sharing?

Set
Handling=[Storage:clear Transit:clear Authentication:none]

yesno

3.1.3.1
ask

Did the limited data use agreement have
any additional restrictions on sharing?

no

dua

yes

Set
DataType=[Basis:{HIPAABusinessAssociate} Harm:criminal Effort:identifiable]

DUA=[Approval:signed]
Handling=[Storage:encrypt Transit:encrypt Authentication:twoFactor]

ask
Did the business associate agreement

have any additional restrictions on
sharing? 

safeHarbor
ask

Does the data visually ahdere to the
HIPAA Safe Harbor provision?

3.1.1.1
ask

Do you know of a way to put names on the
patients in the data?

yes

statistician
ask

Has an expert certified the data as
being of minimal risk?

no

Set
DataType=[Basis:{HIPAASafeHarbor} Harm:noRisk Effort:deIdentified]

Handling=[Storage:clear Transit:clear Authentication:none]

no yes

HIPAA
ask

Was the data received from a HIPAA
covered entity or a business associate

of one?

no yes

no

dua

yes

3.1.2.1
Set

DataType=[Basis:{HIPAAStatistician} Harm:noRisk Effort:deIdentified]
Handling=[Storage:clear Transit:clear Authentication:none]

Set
DataType=[Basis:{HIPAACoveredEntity} Harm:criminal Effort:identifiable]

DUA=[Approval:signed]
Handling=[Storage:encrypt Transit:encrypt Authentication:twoFactor]

notHIPAA

coveredEntity
ask

Are you an entity that is directly or
indirectly covered by HIPAA?

yes

no

yes

limitedDataSet
ask

Did you acquire the data under a HIPAA
limited data use agreement?

no

businessAssociate
ask

Did you acquire the data under a HIPAA
Business Associate agreement?

no

Set
DataType=[Basis:{HIPAALimitedDataset} Harm:criminal Effort:identifiable]

DUA=[Approval:signed]
Handling=[Storage:encrypt Transit:encrypt Authentication:password]

yes

yes no

HIPAA

medicalRecords
ask

Does the data contain personal health
information?

yes

notHIPAA

no (not HIPAA)

HIPAA Compliance - Decision Graph

DataType

DUA

TODO
IP

Handling

some of

Basis

one of: noRisk minimal shame civil criminal maxControlHarm

one of: notApplicable identified identifiable deIdentified anonymous

Effort

consent

agreement

HIPAASafeHarbor

HIPAAStatistician

HIPAALimitedDataset

HIPAACoveredEntity

HIPAABusinessAssociate
one of: none email signed

Approval

one of: noRestriction research IRB noProductUse

one of: noRestriction notify preApprove prohibitedPublication

one of: contact reidentify noProhibition noPeople noEntities noMatchingReidentify

one of: implied click signed signWithID

Acceptance

one of: none _5years _2years _1year

TimeLimit

one of: anyone notOnline organization group none

Sharing

one of: clear encrypt multiEncryptStorage

one of: clear encrypt

Transit

one of: none contactable password twoFactor

Authentication

DataTags



CliRunner
❖ Questionnaire Development Console


❖ Run, debug, visualize


❖ Query: 
What answer  
sequences result in  
encryption=clear,  
harm=severe?



Collaborating
❖ Can use existing social coding tools 

❖ Future Work: collaborative development 
environment

Screenshot: GitHub line comment



Dataverse Integration - Upload

Mockup!



Dataverse Integration - Upload

DataTag?

DataTag?

Mockup!

“Help me tag”



Dataverse Integration
Behind the scenes



Dataverse Integration
Behind the scenes

Interview 
Request

Interview

Interview 
Response

Tim
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Dataverse Integration - View
Mockup!



Dataverse Integration - View
Mockup!
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I Data
http://datatags.org 

http://datascience.iq.harvard.edu/about-datatags

DataTags'and'Harm'Levels'

Create and maintain a user-friendly system that allows researchers to 
share data with confidence, knowing they comply with the laws and 
regulations governing shared datasets. 
We plan to achieve the above by the following efforts: 
1.  Describe the space of possible data policies using orthogonal 

dimensions, allowing an efficient and unambiguous description of each 
policy. 

2.  Harmonize American jurisprudence into a single decision-graph for 
making decisions about data sharing policies applicable to a given 
dataset. 

3.  Create an automated interview for composing data policies, such that 
the resulting policy complies with the harmonized laws and regulations 
(initially assuming the researcher’s answers correctly described the 
dataset). 

4.  Create a set of “DataTags” – fully specified data policies (defined in 
Describing a Tag Space), that are the only possible results of a tagging 
process. 

5.  Create a formal language for describing the data policies space and the 
harmonized decision-graph, complete with a runtime engine and 
inspection tools. 

6.  Create an inviting, user-friendly web-based automated interview system 
to allow researchers to tag their data sets, as part of the Dataverse 
system. 

 
 
 
 

Datasets used in social science research are often subject to legal and 
human subjects protections. Not only do laws and regulations require such 
protection, but also, without promises of protection, people may not share 
data with researchers. On the other hand, “good science” practices 
encourage researchers to share data to assure their results are reproducible 
and credible. Funding agencies and publications increasingly require data 
sharing too. Sharing data while maintaining protections is usually left to 
the social science researcher to do with little or no guidance or assistance. 

It is no easy feat. There are about 2187 privacy laws at the state and federal 
levels in the United States [1]. Additionally, some data sets are collected or 
disseminated under binding contracts, data use agreements, data sharing 
restrictions etc.  Technologically, there is an ever-growing set of solutions 
to protect data – but people outside of the data security community may not 
know about them and their applicability to any legal setting is not clear. 

The DataTags project aims to help social scientists share their data widely 
with necessary protections. This is done by means of interactive 
computation, where the researcher and the system traverse a decision 
graph, creating a machine-actionable data handling policy as they go. The 
system then makes guarantees that releases of the data adhere to the 
associated policy. 

INTRODUCTION'

OBJECTIVES'

Harvard Research Data Security Policy[2] describes a 5-level scale for 
researchers to handle research data. We extend this to a 6-level scale for 
specifying data policies regarding security and privacy of data. The scale is 
based on the level of harm malicious use of the data may cause. The 
columns represent some of the dimensions of the data policy space. 

Harmonized decision-graphs are the programs interactively executed by 
the runtime and the researcher. The language we develop to create them 
will support tagging statements, suggested wording for questions, sub-
routines and more. As we realize harmonized decision-graphs take a long 
time to create and verify legally, we plan to support a special TODO type, 
such that partially implemented harmonized decision-graphs can be 
executed and reasoned about. 
Part of the tooling effort is creating useful views of the harmonized 
decision-graph and its sub-parts. Below are two views of a harmonized 
decision-graph – one interactive (based on HTML5) and another static 
(based on Graphviz). The latter was automatically generated by our 
interpreter. Nodes show technical information as well as basic wording 
(actual wording presented to the researcher may be different).  
We have already harmonized regulations related to IRBs, consent and 
HIPAA and made a summary flow chart of questions for an interview of a 
researcher.  We have also had legal experts review our approach and all 
agreed it was sufficient, proper and prudent with respect to data sharing 
under HIPAA. The views below show parts of the HIPAA harmonized 
decision-graph.  

Harmonized'Decision@Graph' CONCLUSIONS'

The DataTags project will allow researchers to publish their data, without 
breaching laws or regulations. Using a simple interview process, the 
system and researcher will generate a machine actionable data policy 
appropriate for a dataset – its “DataTags”. This policy will later by used by 
systems like Dataverse to decide how the data should be made available, 
and to whom. The system will also be able to generate a customized DUA 
based on these tags – a task that is currently done manually, consuming a 
lot of time and resources. 
The programming language for Tag Space and Harmonized decision-graph 
description, and the tools related to it, will be able to describe general 
harmonized decision-graphs, not just in the legal field. While easy to learn, 
the language relies on Graph Theory, a robust foundation that will allow 
various tools, including model checking and program/harmonized 
decision-graph validations. 
We believe DataTags will dramatically improve the rate of data sharing 
among researchers, while maintaining legal compliance and at no cost to 
the researcher or her institution. As a result, we expect more data to be 
available for researchers, with fewer barriers of access. 

REFERENCES'
[1] Sweeney L. Operationalizing American Jurisprudence for Data Sharing. 
White Paper. 2013 
[2] http://www.security.harvard.edu/research-data-security-policy  
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Ins$tute(of(Quan$ta$ve(Social(Science(at(Harvard(University(
Michael(Bar:Sinai,(Latanya(Sweeney,(Mercè(Crosas(

DataTags(

Harm(Level( DUA(Agreement(
Method(

Authen$ca$on( Transit( Storage(

No(Risk( Implicit( None( Clear( Clear(

Data$is$non)confiden.al$informa.on$that$can$be$stored$and$shared$freely

Minimal( Implicit( Email/OAuth( Clear( Clear(

May$have$individually$iden.fiable$informa.on$but$disclosure$would$not$cause$material$harm$

Shame( Click(Through( Password( Encrypted( Encrypted(

May$have$individually$iden.fiable$informa.on$that$if$disclosed$could$be$expected$to$damage$a$
person’s$reputa.on$or$cause$embarrassment

Civil(Penal$es( Signed( Password( Encrypted( Encrypted(
May$have$individually$iden.fiable$informa.on$that$includes$Social$Security$numbers,$financial$
informa.on,$medical$records,$and$other$individually$iden.fiable$informa.on

Criminal(
Penal$es(

Signed(
(

Two:Factor( Encrypted( Encrypted(

May$have$individually$iden.fiable$informa.on$that$could$cause$significant$harm$to$an$individual$
if$exposed,$including$serious$risk$of$criminal$liability,$psychological$harm,$loss$of$insurability$or$
employability,$or$significant$social$harm

Maximum(
Control(

Signed(
(

Two:Factor( Double(
Encrypted(

Double(
Encrypted(

Defined$as$such,$or$may$be$life)threatening$(e.g.$interviews$with$iden.fiable$gang$members).

Screenshot*of*a*ques/on*screen,*part*of*the*tagging*process.*Note**
the*current*data*tags*on*the*right,*allowing*the*user*to*see*what*

was*achieved*so*far*in*the*tagging*process.*

In order to define the tags and their possible values, we are developing a 
formal language, designed to allow legal experts with little or no 
programming experience to write interviews. This will enable frequent 
updates to the system, a fundamental requirement since laws governing 
research data may change. Below is the full tag space needed for HIPAA 
compliance, and part of the code used to create it. 
Representing the tag space as a graph allows us to reason about it using 
Graph Theory. Under these terms, creating DataTags to represent a data 
policy translates to selecting a sub-graph from the tag space graph. A single 
node n is said to be fully-specified in sub-graph S, if S contains an edge 
from n to one of its leafs. A Compound node c is said to be fully-specified 
in sub-graph S if all its single and compound child nodes are fully 
specified in sub-graph S. 
A tagging process has to yield a sub-graph in which the root node (shown 
in yellow) is fully-specified. 

Describing'a'Tag'Space'

DataType: Standards, Effort, Harm.!
!
Standards: some of HIPAA, FERPA,!
                   ElectronicWiretapping,!
                   CommonRule.!
Effort: one of Identified, Identifiable, !
               DeIdentified, Anonymous.!
Harm: one of NoRisk, Minimal, Shame, Civil,!
             Criminal, MaxControl.!
!

The*tag*space*graph*needed*for*HIPAA*compliance,*and*part*of*the*code*used*to*
describe*it.*Base*graph*for*the*diagram*was*created*by*our*language*

interpreter.*

DataTags
blue

green

orange

red
crimson

None1yr

2yr

5yr

No Restriction

Research

IRB
No Product

None

Email
OAuth

Password

none

Email

Signed

HIPAA

FERPA

ElectronicWiretapping CommonRule

Identified

Reidentifiable

DeIdentified

Anonymous

NoRisk

Minimal Shame

Civil

Criminal

MaxContro
l

Anyone

NotOnline

Organization

Group

NoOne

NoMatching

NoEntities

NoPeople NoProhibition

Contact NoRestriction

Notify
PreApprove

Prohibited

Click

Signed

SignWithId

Clear

Encrypt

DoubleEncrypt

Clear

Encrypt DoubleEncrypt

code

Handling

DataType

DUA

Storage

Transit

Authentication

Standards

Effort

Harm

TimeLimit

Sharing

Reidentify

Publication

Use

Acceptance

Approval

Compund

Simple

Aggregate

Value

1.
Person-specific

[PrivacyTagSet ]

2.
Explicit consent
[PrivacyTagSet ]

YES

1.1.
Tags= [GREEN, store=clear, transfer=clear, auth=none, basis=not applicable, identity=not person-specific, harm=negligible]
[PrivacyTagSet (EncryptionType): Clear(AuthenticationType): None(EncryptionType): Clear(DuaAgreementMethod): None]

NO

2.1.
Did the consent have any restrictions on sharing?

[PrivacyTagSet ]

YES

3.
Medical Records
[PrivacyTagSet ]

NO

2.1.2.
Add DUA terms and set tags from DUA specifics

[PrivacyTagSet ]

YES

2.1.1.
Tags= [GREEN, store=clear, transfer=clear, auth=none, basis=Consent, effort=___, harm=___]
[PrivacyTagSet (EncryptionType): Clear(AuthenticationType): None(EncryptionType): Clear]

NO

YES NO

3.1.
HIPAA

[PrivacyTagSet ]

YES

3.2.
Not HIPAA

[PrivacyTagSet ]

NO

3.1.5.
Covered

[PrivacyTagSet ]

YES

4.
Arrest and Conviction Records

[PrivacyTagSet ]

NO

3.1.5.1.
Tags= [RED, store=encrypt, transfer=encrypt, auth=Approval, basis=HIPAA Business Associate, effort=identifiable, harm=criminal]

[PrivacyTagSet (EncryptionType): Encrypted(AuthenticationType): Password(EncryptionType): Encrypted(DuaAgreementMethod): Sign]

YES NO

5.
Bank and Financial Records

[PrivacyTagSet ]

YESNO

6.
Cable Television
[PrivacyTagSet ]

YESNO

7.
Computer Crime
[PrivacyTagSet ]

YESNO

8.
Credit reporting and Investigations (including ‘Credit Repair,’ ‘Credit Clinics,’ Check-Cashing and Credit Cards)

[PrivacyTagSet ]

YESNO

9.
Criminal Justice Information Systems

[PrivacyTagSet ]

YESNO

10.
Electronic Surveillance (including Wiretapping, Telephone Monitoring, and Video Cameras)

[PrivacyTagSet ]

YESNO

11.
Employment Records

[PrivacyTagSet ]

YESNO

12.
Government Information on Individuals

[PrivacyTagSet ]

YESNO

13.
Identity Theft

[PrivacyTagSet ]

YESNO

14.
Insurance Records (including use of Genetic Information)

[PrivacyTagSet ]

YESNO

15.
Library Records
[PrivacyTagSet ]

YESNO

16.
Mailing Lists (including Video rentals and Spam)

[PrivacyTagSet ]

YESNO

17.
Special Medical Records (including HIV Testing)

[PrivacyTagSet ]

YESNO

18.
Non-Electronic Visual Surveillance (also Breast-Feeding)

[PrivacyTagSet ]

YESNO

19.
Polygraphing in Employment

[PrivacyTagSet ]

YESNO

20.
Privacy Statutes/State Constitutions (including the Right to Publicity)

[PrivacyTagSet ]

YESNO

21.
Privileged Communications

[PrivacyTagSet ]

YESNO

22.
Social Security Numbers

[PrivacyTagSet ]

YESNO

23.
Student Records
[PrivacyTagSet ]

YESNO

24.
Tax Records

[PrivacyTagSet ]

YESNO

25.
Telephone Services (including Telephone Solicitation and Caller ID)

[PrivacyTagSet ]

YESNO

26.
Testing in Employment (including Urinalysis, Genetic and Blood Tests)

[PrivacyTagSet ]

YESNO

27.
Tracking Technologies

[PrivacyTagSet ]

YESNO

28.
Voter Records

[PrivacyTagSet ]

YESNO

YES NO

YES NO

Two*views*of*the*same*harmonized*decision*graph,*compu/ng*
HIPAA*compliance*

Usability is a major challenge for DataTags to be successful. From the data 
publisher point of view, a data tagging process may be experienced as a 
daunting chore containing many unfamiliar terms, and carrying dire legal 
consequences if not done correctly. Thus, the interview process and its user 
interface will be designed to be inviting, non-intimidating and user-
friendly. For example, whenever legal or technical terms are used, a 
layman explanation will be readily available. 
As the length of the interview process depends on the answers, existing 
best practices for advancement display (such as progress bars or a check 
list) cannot be used. Being able to convey the progress made so far in a 
gratifying way, keeping the user engaged in the process is an open research 
question which we intend to study. 

User'Interface'

In*order*to*make*the*tagging*process*approachable*and*nonE
in/mida/ng,*whenever*a*technical*or*a*legal*term*is*used,*an*
explana/on*is*readily*available.*Shown*here*is*part*of*the*final*

tagging*page,*and*an*explained*technical*term.**

Dataset&

Interview&

Handling1
Access&
Control&

DUAs,&Legal&
Policies&

Data&Tags&

Dataset&

Dataset&

Dataset& Dataset&

Shame&

Civil&
Penal>es&

Criminal&
Penal>es&

Max&
Control&

No&Risk&

Minimal&

Direct&&
Access&

Criminal&
Penal>es&

Privacy&
Preserving&
Access&

Minimal&

Privacy&
Preserving&

Minimal&

Differen>al&
Privacy&

ε=1&

ε=1/10&

ε=1/100&

ε=1/1000&

Custom&
Agreement&

Overview*of*a*dataset*ingest*workflow*in*Dataverse,*showing*the*
role*of*the*DataTags*project*in*the*process.**

DataTags'and'Harm'Levels'

Create and maintain a user-friendly system that allows researchers to 
share data with confidence, knowing they comply with the laws and 
regulations governing shared datasets. 
We plan to achieve the above by the following efforts: 
1.  Describe the space of possible data policies using orthogonal 

dimensions, allowing an efficient and unambiguous description of each 
policy. 

2.  Harmonize American jurisprudence into a single decision-graph for 
making decisions about data sharing policies applicable to a given 
dataset. 

3.  Create an automated interview for composing data policies, such that 
the resulting policy complies with the harmonized laws and regulations 
(initially assuming the researcher’s answers correctly described the 
dataset). 

4.  Create a set of “DataTags” – fully specified data policies (defined in 
Describing a Tag Space), that are the only possible results of a tagging 
process. 

5.  Create a formal language for describing the data policies space and the 
harmonized decision-graph, complete with a runtime engine and 
inspection tools. 

6.  Create an inviting, user-friendly web-based automated interview system 
to allow researchers to tag their data sets, as part of the Dataverse 
system. 

 
 
 
 

Datasets used in social science research are often subject to legal and 
human subjects protections. Not only do laws and regulations require such 
protection, but also, without promises of protection, people may not share 
data with researchers. On the other hand, “good science” practices 
encourage researchers to share data to assure their results are reproducible 
and credible. Funding agencies and publications increasingly require data 
sharing too. Sharing data while maintaining protections is usually left to 
the social science researcher to do with little or no guidance or assistance. 

It is no easy feat. There are about 2187 privacy laws at the state and federal 
levels in the United States [1]. Additionally, some data sets are collected or 
disseminated under binding contracts, data use agreements, data sharing 
restrictions etc.  Technologically, there is an ever-growing set of solutions 
to protect data – but people outside of the data security community may not 
know about them and their applicability to any legal setting is not clear. 

The DataTags project aims to help social scientists share their data widely 
with necessary protections. This is done by means of interactive 
computation, where the researcher and the system traverse a decision 
graph, creating a machine-actionable data handling policy as they go. The 
system then makes guarantees that releases of the data adhere to the 
associated policy. 

INTRODUCTION'

OBJECTIVES'

Harvard Research Data Security Policy[2] describes a 5-level scale for 
researchers to handle research data. We extend this to a 6-level scale for 
specifying data policies regarding security and privacy of data. The scale is 
based on the level of harm malicious use of the data may cause. The 
columns represent some of the dimensions of the data policy space. 

Harmonized decision-graphs are the programs interactively executed by 
the runtime and the researcher. The language we develop to create them 
will support tagging statements, suggested wording for questions, sub-
routines and more. As we realize harmonized decision-graphs take a long 
time to create and verify legally, we plan to support a special TODO type, 
such that partially implemented harmonized decision-graphs can be 
executed and reasoned about. 
Part of the tooling effort is creating useful views of the harmonized 
decision-graph and its sub-parts. Below are two views of a harmonized 
decision-graph – one interactive (based on HTML5) and another static 
(based on Graphviz). The latter was automatically generated by our 
interpreter. Nodes show technical information as well as basic wording 
(actual wording presented to the researcher may be different).  
We have already harmonized regulations related to IRBs, consent and 
HIPAA and made a summary flow chart of questions for an interview of a 
researcher.  We have also had legal experts review our approach and all 
agreed it was sufficient, proper and prudent with respect to data sharing 
under HIPAA. The views below show parts of the HIPAA harmonized 
decision-graph.  

Harmonized'Decision@Graph' CONCLUSIONS'

The DataTags project will allow researchers to publish their data, without 
breaching laws or regulations. Using a simple interview process, the 
system and researcher will generate a machine actionable data policy 
appropriate for a dataset – its “DataTags”. This policy will later by used by 
systems like Dataverse to decide how the data should be made available, 
and to whom. The system will also be able to generate a customized DUA 
based on these tags – a task that is currently done manually, consuming a 
lot of time and resources. 
The programming language for Tag Space and Harmonized decision-graph 
description, and the tools related to it, will be able to describe general 
harmonized decision-graphs, not just in the legal field. While easy to learn, 
the language relies on Graph Theory, a robust foundation that will allow 
various tools, including model checking and program/harmonized 
decision-graph validations. 
We believe DataTags will dramatically improve the rate of data sharing 
among researchers, while maintaining legal compliance and at no cost to 
the researcher or her institution. As a result, we expect more data to be 
available for researchers, with fewer barriers of access. 
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[1] Sweeney L. Operationalizing American Jurisprudence for Data Sharing. 
White Paper. 2013 
[2] http://www.security.harvard.edu/research-data-security-policy  
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Screenshot*of*a*ques/on*screen,*part*of*the*tagging*process.*Note**
the*current*data*tags*on*the*right,*allowing*the*user*to*see*what*

was*achieved*so*far*in*the*tagging*process.*

In order to define the tags and their possible values, we are developing a 
formal language, designed to allow legal experts with little or no 
programming experience to write interviews. This will enable frequent 
updates to the system, a fundamental requirement since laws governing 
research data may change. Below is the full tag space needed for HIPAA 
compliance, and part of the code used to create it. 
Representing the tag space as a graph allows us to reason about it using 
Graph Theory. Under these terms, creating DataTags to represent a data 
policy translates to selecting a sub-graph from the tag space graph. A single 
node n is said to be fully-specified in sub-graph S, if S contains an edge 
from n to one of its leafs. A Compound node c is said to be fully-specified 
in sub-graph S if all its single and compound child nodes are fully 
specified in sub-graph S. 
A tagging process has to yield a sub-graph in which the root node (shown 
in yellow) is fully-specified. 

Describing'a'Tag'Space'

DataType: Standards, Effort, Harm.!
!
Standards: some of HIPAA, FERPA,!
                   ElectronicWiretapping,!
                   CommonRule.!
Effort: one of Identified, Identifiable, !
               DeIdentified, Anonymous.!
Harm: one of NoRisk, Minimal, Shame, Civil,!
             Criminal, MaxControl.!
!

The*tag*space*graph*needed*for*HIPAA*compliance,*and*part*of*the*code*used*to*
describe*it.*Base*graph*for*the*diagram*was*created*by*our*language*

interpreter.*
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Acceptance
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Simple
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Value

1.
Person-specific

[PrivacyTagSet ]

2.
Explicit consent
[PrivacyTagSet ]

YES

1.1.
Tags= [GREEN, store=clear, transfer=clear, auth=none, basis=not applicable, identity=not person-specific, harm=negligible]
[PrivacyTagSet (EncryptionType): Clear(AuthenticationType): None(EncryptionType): Clear(DuaAgreementMethod): None]

NO

2.1.
Did the consent have any restrictions on sharing?

[PrivacyTagSet ]

YES

3.
Medical Records
[PrivacyTagSet ]

NO

2.1.2.
Add DUA terms and set tags from DUA specifics

[PrivacyTagSet ]

YES

2.1.1.
Tags= [GREEN, store=clear, transfer=clear, auth=none, basis=Consent, effort=___, harm=___]
[PrivacyTagSet (EncryptionType): Clear(AuthenticationType): None(EncryptionType): Clear]

NO

YES NO

3.1.
HIPAA

[PrivacyTagSet ]

YES

3.2.
Not HIPAA

[PrivacyTagSet ]

NO

3.1.5.
Covered

[PrivacyTagSet ]

YES

4.
Arrest and Conviction Records

[PrivacyTagSet ]

NO

3.1.5.1.
Tags= [RED, store=encrypt, transfer=encrypt, auth=Approval, basis=HIPAA Business Associate, effort=identifiable, harm=criminal]

[PrivacyTagSet (EncryptionType): Encrypted(AuthenticationType): Password(EncryptionType): Encrypted(DuaAgreementMethod): Sign]

YES NO

5.
Bank and Financial Records

[PrivacyTagSet ]

YESNO

6.
Cable Television
[PrivacyTagSet ]

YESNO

7.
Computer Crime
[PrivacyTagSet ]

YESNO

8.
Credit reporting and Investigations (including ‘Credit Repair,’ ‘Credit Clinics,’ Check-Cashing and Credit Cards)

[PrivacyTagSet ]

YESNO

9.
Criminal Justice Information Systems

[PrivacyTagSet ]

YESNO

10.
Electronic Surveillance (including Wiretapping, Telephone Monitoring, and Video Cameras)

[PrivacyTagSet ]

YESNO

11.
Employment Records

[PrivacyTagSet ]

YESNO

12.
Government Information on Individuals

[PrivacyTagSet ]

YESNO

13.
Identity Theft

[PrivacyTagSet ]

YESNO

14.
Insurance Records (including use of Genetic Information)

[PrivacyTagSet ]

YESNO

15.
Library Records
[PrivacyTagSet ]

YESNO

16.
Mailing Lists (including Video rentals and Spam)

[PrivacyTagSet ]

YESNO

17.
Special Medical Records (including HIV Testing)

[PrivacyTagSet ]

YESNO

18.
Non-Electronic Visual Surveillance (also Breast-Feeding)

[PrivacyTagSet ]

YESNO

19.
Polygraphing in Employment

[PrivacyTagSet ]

YESNO

20.
Privacy Statutes/State Constitutions (including the Right to Publicity)

[PrivacyTagSet ]

YESNO

21.
Privileged Communications

[PrivacyTagSet ]

YESNO

22.
Social Security Numbers

[PrivacyTagSet ]

YESNO

23.
Student Records
[PrivacyTagSet ]

YESNO

24.
Tax Records

[PrivacyTagSet ]

YESNO

25.
Telephone Services (including Telephone Solicitation and Caller ID)

[PrivacyTagSet ]

YESNO

26.
Testing in Employment (including Urinalysis, Genetic and Blood Tests)

[PrivacyTagSet ]

YESNO

27.
Tracking Technologies

[PrivacyTagSet ]

YESNO

28.
Voter Records

[PrivacyTagSet ]

YESNO

YES NO

YES NO

Two*views*of*the*same*harmonized*decision*graph,*compu/ng*
HIPAA*compliance*

Usability is a major challenge for DataTags to be successful. From the data 
publisher point of view, a data tagging process may be experienced as a 
daunting chore containing many unfamiliar terms, and carrying dire legal 
consequences if not done correctly. Thus, the interview process and its user 
interface will be designed to be inviting, non-intimidating and user-
friendly. For example, whenever legal or technical terms are used, a 
layman explanation will be readily available. 
As the length of the interview process depends on the answers, existing 
best practices for advancement display (such as progress bars or a check 
list) cannot be used. Being able to convey the progress made so far in a 
gratifying way, keeping the user engaged in the process is an open research 
question which we intend to study. 

User'Interface'

In*order*to*make*the*tagging*process*approachable*and*nonE
in/mida/ng,*whenever*a*technical*or*a*legal*term*is*used,*an*
explana/on*is*readily*available.*Shown*here*is*part*of*the*final*

tagging*page,*and*an*explained*technical*term.**
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