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WHAT MIGHT WE LOSE?

Murchison Falls National Park, Uganda
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Murchison Falls National Park, Uganda

WHAT MIGHT WE LOSE?



PAWS: PROTECTION ASSISTANT for WILDLIFE SECURITY

Massive forests (1000 sq miles) to protect, limited security resources: 

• How to Efficiently Patrol/Protect forests with limited resources

• PAWS patrols: Exploit past poaching data, avoid predictability

Patrol boat in Bangladesh

at Global Tiger Conference, 2014

Patrol with Rangers, Indonesia

Trip with WWF, 2015 
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Game Theory

AI-based DECISION AIDS TO ASSIST IN SECURITY

2007

Airports
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AI-based DECISION AIDS TO ASSIST IN SECURITY
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Game Theory

2007

Airports

-1, 1 0, 0 1, -1

1, -1 -1, 1 0, 0
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0, 0 1,-1 -1,1

AI-based DECISION AIDS TO ASSIST IN SECURITY
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Game Theory

2007

Airports

Canine patrol at 

LAX

(ARMOR)

AI-based DECISION AIDS TO ASSIST IN SECURITY
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2007 2011

Airports PortsAir Marshals

2009

Game Theory

AI-based DECISION AIDS TO ASSIST IN SECURITY



PROTECT: FERRY PROTECTION DEPLOYED [2013-]

10/23



11/23

2007 2011 2013

Airports Ports TrainsAir Marshals

2009

Game Theory

AI-based DECISION AIDS TO ASSIST IN SECURITY

http://www.google.com/url?sa=i&rct=j&q=LA+METRO+PATROL+LA+Sheriff+Department+K9&source=images&cd=&cad=rja&docid=wwAL3H7OpocRlM&tbnid=nvKbrqkrZ1PKJM:&ved=0CAUQjRw&url=http://www.metro-magazine.com/article/story/2011/07/us-rail-ready-for-security-challenges.aspx&ei=RETjUe_NKIKEygGI_YH4CA&bvm=bv.48705608,d.aWc&psig=AFQjCNFsVcI5ayqRgQlbKy1Wk63fhlrcxQ&ust=1373935032026970


GLOBAL PRESENCE OF SECURITY USING GAME THEORY

12/23



13/23

• Game theory vs Previous Method

Ticketless Travelers Caught

Arrests at LAX checkpoints
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SOME RESULTS OF GAME THEORY for SECURITY

Game Theory in the Field

http://la.streetsblog.org/wp-content/uploads/2012/08/blue_line_2.jpeg
http://www.google.com/url?sa=i&source=images&cd=&cad=rja&docid=-oPv67nyd97aRM&tbnid=L7dYjIJuBCfwcM:&ved=0CAgQjRwwAA&url=http://www.worldviator.com/place/los-angeles-international-airport-lax/&ei=JbELUvabGoq62wWlmICADA&psig=AFQjCNFhSbRBvcHPMG7rts7MzC1cRWyyfg&ust=1376584357551940
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GAME THEORY FOR PATROLS [2013]

Congressional Subcommittee Hearing
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Learn from 
crime data

Game Theory 
calculate 

randomized 
patrols

Patrollers 
execute 
patrols

Poachers 
attack targets

Predicting Poaching from Past Crime Data

PAWS: APPLYING AI FOR PROTECTING WILDLIFE

Game Theory + Poacher Behavior Prediction
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How likely is an  

attack on

a grid Square

Ranger patrol

frequency

Animal density

Distance to 

rivers / roads 

Area habitat

Area slope

…

Queen Elizabeth National Park, Uganda

12 years of patrols, 125000 observations

POACHER BEHAVIOR PREDICTION
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Game Theory + Poacher Behavior Prediction

12 years of patrols, 125000 observations

Dry Season (June-August 2008)

PAWS INITIAL SYSTEM [2016]
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Uganda Andrew Lemieux PantheraMalaysia

PAWS PATROLS IN THE FIELD [2016]

Trials in Uganda and Malaysia

Important Lesson: Geography!
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PAWS: PROTECTION ASSISTANT FOR WILDLIFE SECURITY [2016]

Game Theory + Poacher Behavior Prediction  + Forest Street Map



PAWS: PRELIMINARY EVALUATION
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0.86

Human Activity Sign/km

Previous Patrol PAWS Patrol
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PAWS COLLABORATIONS
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FISHERY PROTECTION

FOREST PROTECTION

AI DECISION AIDS for PROTECTING FORESTS, FISHERIES, RIVERS

Protecting Forests, Fish, Rivers 

RIVER POLLUTION PREVENTION

http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=wpBcwjxieLDbgM&tbnid=vaE0_oKQu3-xsM:&ved=0CAUQjRw&url=http://www.greenvitals.net/greenvitalsnet/2010/7/27/experts-reassure-public-of-seafood-safety-as-gulf-of-mexico.html&ei=11eFUbjrMYmE9QShjoDIDQ&psig=AFQjCNHqi3MFAnwoI9j_WGuQMTwoAp05Bw&ust=1367779384259717


AI and GAME THEORY WORLDWIDE FOR SOCIAL GOOD
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Thank you to 

sponsors:



THANK YOU

tambe@usc.edu

http://teamcore.usc.edu/security
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Lab Evaluation

Simulated adversary

Human subject 

adversaries

Security Games superior 

vs 

Human Schedulers/”simple random”

EVALUATING DEPLOYED SECURITY SYSTEMS NOT EASY

How Well Optimized Use of Limited Security Resources?

Field Evaluation:

Patrol quality 

Unpredictable? Cover?

Compare real schedule

Scheduling competition

Expert evaluation

Field Evaluation: 

Tests against 

adversaries

“Mock attackers”

Capture rates of

real adversaries
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Base Patrol Area

Patrols Before PROTECT: Boston Patrols After PROTECT: Boston

PROTECT (Coast Guard)

FIELD EVALUATION OF SCHEDULE QUALITY

Improved Patrol Unpredictability & Coverage for Less Effort

: 350% increase in defender expected utility
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July 2011: Operational Excellence 

Award (US Coast Guard, Boston)

June 2013:  Meritorious Team 

Commendation from Commandant

(US Coast Guard)

February 2009: Commendations

LAX Police (City of Los Angeles)

September  2011: Certificate of 

Appreciation (Federal Air Marshals)

EXPERT EVALUATION

Example from ARMOR, IRIS AND PROTECT

http://teamcore.usc.edu/Awards/coast_guard_lapel_pin.png
http://teamcore.usc.edu/Awards/Meritorious_2013.jpg

