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Example Model:
Stackelberqg Security Games

Adversary

Security allocation:

e Targets have weights

e Adversary surveillance

Defende

e . 2.0

Target #1

Target #2
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Stackelberg Security Games
Security Resource Optimization: Not 100% Security

e Random strategy:

Adversary

®» [ncrease cost/uncertainty to attackers

e Stackelberg game:

®» Defender commits to mixed strategy
®» Adversary conducts surveillance, responds

e Stackelberg Equilibrium: Optimal random?

Defender

Target #1

Target #2
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Security Games: Research & Applications
Game theory+Optimization+Uncertainty+Learning+...

* Massive-scale games * Learn adversary behavior from data
* Repeated games
* Reason with uncertainty * + Conservation biology, criminology
Infrastructure Green Opportunistic Crime
Security Games Securlty Games Secumty Games
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POLLUTION:




Global Presence of Security Games Efforts




Startup: ARMORWAY
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Outline: Security Games Research (2007-)

Opportunistic
Crime
Security Games

Green
Security Games

Infrastructure
Security Games
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ARMOR Airport Security: LAX [2007]
Basic “Stackelberg Security Game” Model
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Basic Security Game Operation [2007]

Using ARMOR as an Example

Defender #1
Defender #2
Defender #3

Target #1

Target #2

Target #3

Mixed In teier Program

e

Pita Paruchuri

Pr(Canine patrol, 8 AM @Terminals 2,5,6) = 0.17

Canine Team Schedule, July 28

Term 1 | Term2 | Term3 | Term4 JTermS |Term 6 | Term 7 | Term 8
8 AM Teaml Team3 | Team5
9AM Teaml | Team?2 Team4
10 AM Team3 Team5 Team2 10/56




Security Game MIP [2007] e
Generate Mixed Strategy for Defender in ARMOR _“pii_Paruchuri

Target #1 Target #2 Target #3

Defender #1
Defender #2
Defender #3

max ZZ R X x X q - Maximize defender

ted utili
% 120 i 1 | [|expected utility
S.7. Z X, = I-Defender mixed
; strategy
Z q, = 1_ Adversary response
JjegQ
0<(a — Zcx < (1 — g M & Adversary best
( X <l l) ( 9, ) . response
le




Security Game Payoffs [2007]
Previous Research Provides Paxoffs in Securitx Game Domains

Target #1 Target #2 Target #3

Defender #1
Defender #2
Defender #3

Maximize defender
O- [ ] [ ]
expected utility

+ Handling
Uncertainty

" Delta Shuttle
Deita Priority
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IRIS: Federal Air Marshals Service [2009]
Scale Up Number of Defender Strategies

dlj osooM tel
xic Cy0510

1000 flights/day
Actions: ~1041

e ARMOR runs out of memory

e [ncremental strategy generation. ",
®» Column generation.: Not enumerate all 1 0 actions
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IRIS: Incremental Strategy Generation
Column Generation

Master
I L) )

W 5.-10 -8 ... 209 Slave

- Attack 1 | Attack 2 . Attack 6

12,4 A0 -8 . =209
-8, 10  -810 ... -8.10

!

- Attack 1

GLOBAL 8, 10

OPTIMAL -

" Jain Kie"intve}d

Best new pure strategy
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IRIS: Deployed FAMS (2009-)

Intelligent Randomization ln Scheduling

ECREALE -~

Significant change in FAMS operations

“...in 2011, the Military Operations Research Society selected a University
of Southern California project with FAMS on randomizing flight
schedules for the prestigious Rist Award...”
-R. S. Bray (TSA)
Transportation Security Subcommittee
US House of Representatives 2012
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Road, Social Networks[2013]
Scale-up: Double Oracle

Road networks:
e.g., checkpoints

20416 ﬁoads,lS éheckp'(;ints:
20 min

"ll "
s |}

"

--,'__'_'I!.

Y o

- e W,
«w-.A. v a:w.. ] '.) s‘ -,-u“ TN
\' e |
' f ”"
4\ \ m ‘"“"\ﬁ:‘«" |
. z -." I’
Shetad 4 bk -




PROTECT: Port Protection Patrols Deployed 2011-
Using “Marginals” for Scale-up
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PROTECT: Ferry Protection Deployed 2013-
Using “Marginals” for Scale-up

SIGNUP | LOGIN

@.NNI iRepOrt FMain  QExplore / Assignments 4 Profile (® Upload

NOT VETTED BY CNN

| R

e
‘ i x wnd v v
t "
(,{QM'ﬁ\ P

WEN ) N I P TV (] N
[ON Ytaten 4¢sland err

| p | I=_R 1 I

ST LU S L mml Ll
) L
. - OESTY = | —

oo e xS, Coast Guard prote €

e s w0 Otaten Island Ferry| | feel safe!
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Ferries: Scale-up with Mobile Resources & Moving Targets
Transition Graph Representation

5 min

10 min

15 min

A A, 5 min

- ===>A, 10 min

— = ==>A, 15 min

B B, 5 min

— = ==>»B, 10 min

e

B, 15 min

C C, 5 min

—-—-ﬂC, 10 min

i

C, 15 min
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Ferries: Scale-up with Mobile Resources & Moving Targets
Transition Graph Representation

5 min 10 min 15 min

A A, Smin ~===>A,10min ————>

B B,Smin r~--- - —=>B, 15 min
C - ==>C,10min |-===>/C, 15min
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Ferries: Patrol Routes as Variables
Exponential Numbers of Patrol Routes

e Patrols protect nearby ferry location; Solve as done in ARMOR

5 min 10 min 15 min

A = B[ 10min |- >[A 3
st B

5
>\0
¢ Eimmt--Tohma] - ~fnmm
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Ferries: Patrol Routes as Variables

Exponential Numbers of Patrol Routes Fang “Tiang. Kiokintveld

e Patrols protect nearby ferry location; Solve as done in ARMOR
®» Pr([(B)5) (C 10), (C15)]) =047 & Pr([(A4,5), (4,10), (B,15)]) = 0.17
» Pr([(B)5), (C10), (B,15)]) =0.23  w Pr([(4,5), (4,10), (4,15)]) = 0.13

‘NT variables‘
5 min 10 min 15 min

A = 3[x10mn ] - >[Ersmn

‘
5 [Esm f -
mn |-

\0
¢ [comn --PCiomn - S[cismn
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Ferries: Scale-up |
Marginal Probabilities Over Segments <4 5 &Jiang Kiekintveld

e Variables: NOT routes, but probability flow over each segment

BT -,

5 min 10 min 15 min

v

A, 5 min l »: A, 10 min = =2>1A, 15 min BUSEY

B, 5 miO 15 min

.

C, 5 min == =2AC, 10 min = =>1C, 15 min

i
’
:
:

J
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Ferries: Scale-up with Marginals Over Separable Segments
Significant Speedup

e Obtain marginal probabilities over segments

2 ' ,(C, 10), (C,15)]) = 0.47
W. T variables ‘ W

L (C.10), (B,15)]) =0.23
5 min 10 min 15 min

0.03
A 010 A, 10min | ---->|A, 15min Bm

0.07

B Omin B, 15 min
———

C, 5 mi == =AC, 10 mi = =>1C, 15 mi

C — >[cism
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Outline: “Security Games” Research (2007-)

Air travel

p; Infrastructure USHR12 Transpor
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TRUSTS: Frequent adversary interaction games
Patrols Against Fare Evaders

10 min 15 min

27 /56



TRUSTS: Patrols Against Fare Evaders
Uncertainty in Defender Action Execution

s 3
- ) 5\'
&5 P 2
- . 4
L

Jiang Delle Fave

10 min 15 min

5 min
0.03
B, 10 min B, 15 min

,
—

C, 5 mi ====2C, 10 mi = =21C, 15 mi
, O TN 0.15 . min
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TRUSTS: Patrols Against Fare Evaders =
Uncertainty in Defender Action Execution -

¢ /“]

Jian Déll ave

e Markov Decision Problems in Security games

10 min 15 min

5 min
IR , ; 0.03 ;
Start Time: 18:30

) End Time: 18:40
| Tansit BB, 5 min

NAI 3(P) -> NAI 4(P)

B, 10 min B, 15 min
W
Transit
C, S mi ====AC, 10 mi = =21C, 15 mi
C , O 1IN 0.15 min

Start Time: 18:40

End Time: 18:50
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Uncertainty Space Algorithms: -gJ r::\
Bavesian and Robust Approaches i

Adversary payoff uncertainty

Payoff interval;
Not point GMC

estimateBR ASS A

-

onotonic Maximin
(Monotonic adversary)

e Bayesian
HUNTER ©

Adversary observation &

\ RECON

Adversary rationality

uncertainty

defender execution

\\ uncertainty
_ @) UrRAC

1.5 BISG ORECON BURAC
= 1.

.: 1

o>

E

3 0.5

o7

= 0

#Targets 10
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Outline: Security Games Research (2007-)

Air travel Ports Trains Fisheries Wildlife ~ Urban Crime
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Protecting Forests, Fish, Rivers & Wildlife:

Green Security Games

McCarthy For
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Wildlife Protection:
Murchison Falls National Park, Uganda
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Green Security Games:
Repeated Stackelberg Game

Bounded rationality model of poachers

Learn from
crime data:

Defender
calculates
mixed strategy

Poachers attack

targets

Defender
executes
randomized
patrols
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H

uman Subjects as Poachers T
; BN & '

Game 2

Uncertainty in Adversary Decision: Bounded Rationality

Caughtl
Total: $1.3 = $1.4 - $0.1
1
Reward if Penalty if : Money
successful caught by earned if
v rangers & successful
a ¢
(2
9 -1 09
Percentage of Percentage of
success failure
0% 100%

Google

Map data 82014 Google Imagery ©2014 DigitalGlobe | Terms of Use | Report a map error
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Lesson 1: Quantal Response [2011]:
Models of Bounded Rationality

Pita Yan

Perfect: EU adversary (j) =CaptureProb x Penalty + (1 — Capture Prob) x Reward

Ouantal Response(OR)/McFadden 73]:Stochastic Choice, Better Choice More likely
g.(EUadversarjy (x.7))

Adversary’s e
probability of = —
choosing target j Z et (FU adversary (. jy)

0  — -
-0.5 - I I B Quantal
¥ Response
-1.5 Epsilon

robust

M Perfect
rational

Payoff | Payoff 2 Payoff 3  Payoff 4 42 /56




Lesson 2: Subjective Utility Quantal Response Models of
Bounded Rationality

-

©
-
U

V e

Subjective Utility Quantal Response(SUQOR) [Neuyen 13]:

SEU adversary (j)= Wy X Capture Prob + Wy X Reward + Wy % Penalty
eSEUadversary (X,j)
Adversary’s __ =
probability of M SEU “versary (1 i § =
choosing target | E e % 2
B
j'=1 O A

{eward (animals)

UWA data from 27|
Uganda: = os}

Year 2012 2 °*|
Predicting @, :

. -¥-QR
< -@-SUQR

. — 02 — -Random
poachlng |: 0.1 RATIONAL —.—EF)SilonOptimal |
0.2 0.4 0.6 0.8 1

False Positive Rate 43 /56
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CAPTURE
Predictive Anti-Poaching Tool for Wildlife Protection

Q i
— T~
i=1...N

Sjuen

i=1...N

AUC
(Commercial Animal)

\g%g) & & & \
&Y e $
& T 2 e
S -

/7 Animal Density

12 years of Uganda data




Green Security Games[2015]
Testing SUQR: From One-Shot to Repeated Games

Repeated games on AMT:
35 weeks, 40 human subjects
Learn from 10,000 emails!
crime data
Round 1Round 2Round 3Round 4Round 5
Poachers Defender 0.1 -
attack calculates .*?-0(1) ] UJ | t | | U |
targets strategy = 02 I
i;-Oﬁ!— |\
= -0.4 -
S -0.5 -
randomized S -0.6 -
patrols =07 -
0.8 - 5 Maximin OSUQR
B Bayesian SUQR
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Lesson 3: SHARP and Repeated Stackelberg Games
Incorporate Past Success/Failure in SUQR

3
Egar

_ A | Increase/decrease *Humafl
= 1 1 12 SUCCCSS
& = | | Subjective Utility
] 2
§ -g * *Human
S £ . . Failure
Learn from O A

crime data Animal Density

Round 1 Round 2 Round 3 Round 4 Round 5
O Maximin OSUQR
B Bayesian SUQR SHARP

Poachers Detender

attack calculates
targets strategy

randomized
patrols

Defender Utility
Sooocoooe o
ROJO WU A WD = O
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Learned Probability Weighting Function

e Adversary’s probability weighting function 1s S-shaped.
» Contrary to Prospect Theory (Kahneman ‘79).

09
08
07
06

f(p)

04

Round 1
Round 2
Round 3
Round 4

03F

02

01

456



PAWS: Protection Assistant for Wildlife Security
Trials in Uganda and Malaysia: [2014]

e Important lesson: Geography!

2" SN /- P & I3




PAWS for Wildlife Security: 8
Scale, Uncertainty in Green Security Games ang

e® Scale: Hierarchical model

W Hierarchical: Grid + “Street map”

e Species location uncertainty

e In regular use in Malaysia




Opportunistic Crime Security Game[2015] e,
Integrating Learning in Basic Security Game Model 7;,.

e Crime prediction: use past crime & police allocation data

Best Simulation Results

—
n

B Our projection
Bl Human Deployed

—

o
n

Total number of crime

o

1 2 3 4
date of training data
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Evaluating Deployed Security Systems Not Easy:

Are Security Games Better at Optimizing Limited Resources

e Sccurity games improve over humans (or simple) planners

» [.o., humans fall into predictable patterns, high cognitive load

| F:10) Field Evaluation: Field Evaluation:
Evaluation Patrol quality Tests against adversaries

Unpredictable? Cover?

Simulated Compare real schedules | “Mock attackers”
adversary

Human subject | Scheduling competition | Capture rates of
adversaries real adversaries

Expert evaluation

45 /56



Field Evaluation of Schedule Quality:

Improved Patrol Unpredictability & Coverage for Less Effort

PROTECT (Coast Guard): 3560% increase defender expected utility

Patrols Before PROTECT: Boston Patrols After PROTECT: Boston

\//\

Base Patrol Area

Count

Count

N

Dayl Day2 Day3 Day4 Day5 Day6 Day?7

Day 1 Day2 Day3 Day4 Day5 Day 6 Day 7
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Field Evaluation of Schedule Quality:
Imgroved Patrol Ungredictabilitx & Coverage for Less Effort

FAMS: IRIS Outperformed expert human over six months
Report:GAO-09-903T

Intelligent Ramndomizaition ln Schedy

Trains: TRUSTS outperformed expert humans

schedule 90 officers on LA trains

a0

«s=sHuman es=Game Theory

NN

Security Score

w v A o
|




Field Test Against Adversaries: Mock Attackers

Example from PROTECT

e “Mock attacker” team deployed 1n Boston

» Comparing PRE- to POST-PROTECT: “deterrence” improved

@ Additional real-world indicators from Boston:

®» Boston boaters questions:

@“..has the Coast Guard recently acquired more boats™

48 /56



Field Tests Against Adversaries
Computational Game Theory in the Field

Controlled

® Game Theory

15

Rand+Human

=
BN Vet ro] Rail B
® Game theory vs Random | 5
e 21 days of patrol 0 -

e Identical conditions

® Random + Human

Not controlled

_ B

# Captures # Warnings # Violations
/30 min /30 min /30 min

100

80
60
40
20

m Miscellaneous
m Drugs

m Firearm Violations

N YV
N N

NS
» ) )

Vv

<
[#)
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User Feedback

Example from ARMOR. IRIS & PROTECT

June 2013: Meritorious Team Commendation
from Commandant (US Coast Guard)

July 2011: Operational Excellence
Award (US Coast Guard, Boston)

September 2011: Certificate of

Administration

Milind Tambe

In recognition and appreciation of your outstanding achi

Appreciation (Federal Air Marshals)

Transportation Security

Office of Law Enforcement/Federal Air Marshal Service

Itl]ganln 17at(nl n Scheduling (IRIS) pro Emn to i e the mission of the
Office of Law Enforcement/Federal Air Marsha l§ ervice.
This 2™ day of September, 2011
7 /

"17‘ e

lnd Ip ng the

v
sz<
Nd

(
I

nrch and Analysis
o

February 2009: Commendations
LAX Police (Clty of Los Angeles)

| d', j '7’ T' \'y,v‘n.
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Global Efforts on Security Games:
Yet Just the Be

& aten Island Ferry — PROTECT U.S. Alr Traffic — IRIS
IOTECT provides protection to the Staten As part of its multipronged strategy to
\and Ferry, which carries up to 4,000 prevent attacks, the Transportation Security
| Issengers at peak times. Administration (TSA) has since 2009

deployed Milind Tambe’s IRIS system, which
is Angeles International Alrport — ARMOR  intelligently randomizes federal air

MILIND TAMBE’S ARMOR AND ITS MANY

IMOR of fught to make their air
ITERATIONS ARE USED AROUND THE WORLD TO leckpolints along the five roads that lead into  patrols unpredictable to would-be
PROTECT ealrport. malefactors.

ILLEGAL FISHING AND OTHER ‘I'HREA‘I’S.

ol ° e

Z--

S

SUCCESSFULLY TESTED . | Regression
"Testing

Gulf of Mexico (Near Corpus Christl, Texas)
— ARMOR-FISH
ARMOR-FISH

Uganda — PAWS
Ugandan rangers tested PAWS at Queen

schedules for U.S. Coast Guard aerial patrols
to thwart the illegal fishing of decimated
shark and red snapper populations. (2014)

Los Angeles Metro — TRUSTS

The Los Angeles Sherlff’s Department, which
LA Metro subcontracts for security, employed
TRUSTS to Intelligently randomize patrol
schedules to stop fare evasion. The Sheriff's
Department later ran preliminary

Natlonal Park to intelligently
randomize patrols to prevent the slaughte
animals, Including Cape buffalo, waterbu
and glant forest hogs, which are served uj
locally and exported as “bush meat.” (201

Malaysia — PAWS

Panthera, an NGO that Is committed to
ensuring the survival of tigers and other wild
cats, tn conjunction with the nonprofit group
Rimba, began testing PAWS in forests in

to in
deploying scarce police personnel to deter
crime and terrorism on LA Metro. (2011-2013)

Thank you N CRE ATE

to sponsors:

luate its abllity to
generate effective parml! in the challenging,
hilly terrain. (2014)

HOMELAND SECURITY CENTER

»% Transportation
- Security
5 Administration

agascar — PAWS
1d Tambe, working with Meredith Gore, an
\clate professor of conservation soclal

: nces at Michigan State University, and a

1gasy civil soclety group called Alliance

Voahary Gasy (AVG), hopes to eventually
employ PAWS in Madagascar to randomize
patrol schedules for rangers, police and
national park officials to reduce environmen-
tal crimes, especially illegal logging.




THANK YOU

tambe(@usc.edu
http://teamcore.usc.edu/security
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Lab Evaluation via Simulations:
Example from IRIS (FAMS

m Uniform
6

AN

mWeighted random 1 @mWeighted random 2 mIRIS

Defender Expected utility

N
o

Schedule Size
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Learned Probability Weighting Function

e Adversary’s probability weighting function 1s S-shaped.
» Contrary to Prospect Theory (Kahneman ‘79).

f(p)

01

Round 1
Round 2
Round 3
Round 4

3P



Field Test Against Adversaries: Mock Attackers

Example from PROTECT

e “Mock attacker” team deployed 1n Boston

» Comparing PRE- to POST-PROTECT: “deterrence” improved

e Additional real-world indicators from Boston:

®» Boston boaters questions:

@“..has the Coast Guard recently acquired more boats™

®» POST-PROTECT: Actual reports of illegal activity

55/56
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IRIS: Scale Up [2009]
Small Support Set for Mixed Strategies

Small support set size: 1000 flights, 20 air marshals:

e Most x1 variables zero @

e"intve’d

Jain Ki

ombinations

Attack Attack
| 2 1000
max,, ) >, Rxq
ieX jeQ . . — .

st Zx _12(]] K124=0.239 Biael 5-10 4,8 ...  -209

= H—W
0<(a - C;x,) < (37gpM23 = 10*! rows

ieX
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Why Does Game Theory Perform Better?
Weaknesses of Previous Methods

® Human schedulers:

®» Predictable patterns, e.g., US Coast Guard
» Scheduling effort & cognitive burden

e Simple random (e.g., dice roll):

» Wrong weights/coverage, e.g. officers to sparsely crowded terminals

®» No adversary reactions

e Multiple deployments over multiple years: without us forcing them

58 /56



Key Lessons: Security Games

Decision aids based on computational game theory in daily use

e Optimize limited security resources against adversaries

Applications yield research challenges: Science of security games

e Scale-up: Incremental strategy generation & Marginals

e Uncertainty: Integrate

Ps, Robustness

e Human behavior: Model innovations based on quantal response

Current applications: Global, interdisciplinary challenges

e Green security games: criminology, computation, conservation
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CAPTURE A New Predictive Anti-Poaching Tool for Wildlife Protection

(Commercial Animal)
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CAPTURE
A New Predictive Anti-Poaching Tool for Wildlife Protection

» Step t-1

AUC
(Commercial Animal)
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Key Lessons: Security Games

Decision aids based on computational game theory in daily use

e Optimize limited security resources against adversaries

Applications yield research challenges and advances:

e Scale-up: Incremental strategy generation & Marginals

e Uncertainty: Integrate

Ps, Robustness

e Human behavior: Learning models from data in the field

Current applications: Global, interdisciplinary challenges

e Green security games: criminology, computation, conservation
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